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KItENZ AN ERE, BRA2EFRNaHN 4 X TR, #%H%L%E
FE A B 5% 5 o 2 A HE T ( ).

Al1,B3,B2,B1,C2,C1,D

D, C1,C2, B1, B2, B3, Al

D, C2,C1,B3,B2,B1, Al

= 9 5=

A1,B1,B2,B3,C1,(2,D
357. OSI SRR PR F o= ().

A W% B B. #13 &

C. HEHR & D. &3 B

358. BAK AT LB ).

A, 2k P B. MK P

C. EH K D. Ji il K
359, A #MA () Z A By LR R X AR 4.
A B2 B. W4

C. A3 D. I+ H A

360. HTML CA%E A ( ) HF
A. R ZHFDOS F &
B. R ¥ ¥ windows ‘F &

C. 5F&EX

D. 5 F&HK

361. ZHALT IP AR () REFHRS.
A. IP B. TCP

C. DHCP D. DHIP

362. THIFREHITP ZHHE ().
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A B P 5 RSB K A%

B. & P 5 R4 %L TCP ##

C. &7 10 [R% 8 K #E K

D. &/ 1 Fi 458 K 34 X HF

363. P ECIE 5 A A i P 2% K% ( ) B

A —EHE B. —/
C. % IR D. 5 MR MR %!
364. HTTP U F B BRA 3 B & ( ).
A. 80 B. 70
C. 50 D. 60

365. e NEPFT AW 4, TE Router B & FMEBE#H#AIKHWT,
M| 7E Router B B sk, 2001::1/128 345 B NextHop K ( ).
ipve route-static 2001::1 128 3001::12:1

Fe80::fe03:c3fb/64
Fe80:fe03:e24f/64 3001:12:1/64
3001:12:2/64 3002:12:1/64

R G0/0/1 R

Router B Router A
Loopback0:2002::2/128 Loopback0:2001::1/128

3001::12:2
fe80::fe03: c3fb
3002::12:1

ST

3001::12:1

366. ¥ H R % B BT HEH “Active Directory H 4~ ¥
234.163. com N ( ) .

A EENL B B s A “163.com” L7 K <2347

B. it E M, “4&” #ashy “2347  “BL” K “163.com”
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C.iHENL “B” #idrskh 2347 “B4” K “163. com”

D. WM, “B” a4 H “163. com”  “HAL” H “163”

367. W T HIFARF I & e 0 KR, 3 R IR AT, T LA ( ).

A P 53

B. Fft w2 A R 41 4

C. B4 7R

D. Al & — R KA

368. nE pr o, MREEA AL GRA WM Z MR, WTE
®AEEW T ER ( ).

1
i

A FERI AR T & TV EER R, FiEE e N TEEXS
BN AN T

B. L ] Hub {4 & EHL A K, HEF & ENWITEEXAE
BT

C. ] Hub 4 & ENFE AR, HEEFE NG THEEXAE
BN AT

D. L Fl eI & ENEB AR, e e ENNITHEEAE
BT

369. TEEE 802. 1D 7 o AL E 1k e o ( ) bit,

A8 B. 4

C. 16 D. 2
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370. Windows By H FZ 7 LUERR, B EHKIELRB|F PR ARPNR
il J& ¥ PA( ).

A 4% EIRR B. EH T4
C. AEHZ D. MR B &

371. THIH < VRRP 4L eh i+, EFEE ( ).

A. VRRP 41t 1 400 TP 3k o6 N 40 o AN 34 1 oy TP btk

B. A~ [ #y VRRP 41 DU [5] — & # IP Mk, (B2 # MAC Huht il
MA ]

C. [’ — M3+ 0 7 LU Bt £ 5 £ /> VRRP 41

D. —AN VRRP 4L % ¥ LUK £ & £ B o 2%

372, 5 B Tl EE AL FE ( )

A FEH| A B A Tl B

B. =% sh k. HEE 2h Bk

C. 4= ek B b

D. Wsshak . #IEEHIhAE

373. TP ik 2K A Khdtk v DIA 2 ( ) NT P

A 127 B. 128

C. 254 D. 65536

374. FTBMH IR A FAEMNL () A5 838 A ds ) 38 3838
sARERSS/R:p N

AL B. 42
C. %4 D. W I

375. T A ( ) A2 A AR A R AR B DU T AR R P 4 R
e:oRiap i
AL TH IR B R 4
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B. [ # N &

C. AT 3 B Bk 3| B — Wi £ AN

D. ¥ BN AR MER

376. TCP/IP X oty P 24 0 JZ 3¢ L OST 25 A o fy ( ).

ANFE. B

B.ERE. WME&E

C. WM& &, NMAE

D. ¥ E. WEE

377. 3547 STP L Hyi% & 3w B A F Forwarding JR &, TF|iEIE
Wz ( )

A 23 DA R IF AL FE BPDU, 42 & | P i &

B. 23 1 BR.4% & | P it & b AL 3 BPDU 3R XX

C. 13 0 AU AL BPDU | X, W A% K F P E

D. iZ 3 0 2ARYEUR 2| 8y i P o AR MAC Minbk, B4 KA F

=
b

378. A () WEFABFEAMEHE,

A BT B. 2T

C. WL D. &N T

379. T B M %, FrA B m AT 0SPF thill, 48 £
A Cost fEHG AN, JU RA B gk o 2|35 P45 10. 0. 0. 0/8 #y Cost {H &
( )
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Router C
A. 70 B. 20
C. 60 D. 100
380. A TCMP A DUk (8] 2 3 & % — AN P KRB =
(a4
A. ping B. tracert
C. ipconfig D. nslookup

381. FEMRIE DUA W F dn Rtpf /s KR BE 5 2 100m, X A
MFTA ( ).

A W& %, B. [F] $i1 WL 45

C. BB L D. Z ok

382. DHCP DISCOVER 3} 5C#4 Bl 4y 1P bt 4 ( )

A, 224.0.0.2

B. 127.0.0.1

C. 224.0.0.1

D. 255.255.255.255

383. DATF IPv6 itk ( ) GBS AR M

A. FC00: : 2E0: FCFF: FEEF: FEC

B. FE80:: 2E0: FCFF: FEEF: FEC

C. 2000: : 2B0: FCFF: FEEF: FEC
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D. FF02::2E0: FCFF: FEEF: FEC

384. Trunk 3 0 & X EKAEWIE ().

A. Y VLAN ID Gty PVID [, & FHIFEm

B. 4 VLAN ID 5358 PVID [, &4 PVID # %

C. ¥ VLAN ID 5350 89 PVID R [F, & TAG 4 &

D. 4 VLAN ID & 3 0 ¢y PVID A6 ], EL/Z1Z 3w 0 M iF@IL#y VLAN ID
i, 3% Tag, XKIZRX

385.PPP Wi X, H #y Protocol F B A 0xC023, X7 ZHLE
C ).

A. PAP B. LCP

C. CHAP D. NCP

386. MR ACL 5Bl Z( )

A. 6000~ 6031

B. 4000~4999

C. 3000~ 3999

D. 2000~2999

387. W 4% P T A vk i@ i SNMP 1 N B M &8 &, UWEHLRE
R AR, WEEETESEFKE () SNP X,

A. get-response | X

B. trap %X

C. set-request X

D. get-request X

388 AN HAME T EAE 4 e BEE, FH4 BEHEL
24T OSPFv3 i, A 8 | % DR R 26 &4 dE 0, WP+ 3EAC )
MNRBEX R,
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A. 6 B. 4

C. 5 D. 3

389. WM AEA R AT ERERAWE X, RET NG AfFk
A= ( ).

A R & B. # B &

C.f& 4 D. 2% &

390. 7 TCP/IP ZHEA b, 4 E F iy TCP th AR I 448 7
FEROARNRE, X( ) NBE AT AR EHE, RET ELAA
Ao 42

A AR Bt 2 2 B

B. A HE B th & 2| e f B

C. N B B2 X 5| x5 B

D. I BA% 1% B 4 B B

391. LL % F Prefix Segment ¥iiF4EiR N & ( ) .

A. Prefix Segment # LLE IGP H b4 He

B. Prefix Segment i id IGP th ¥ W 2| K MM T, 2/, &
J1 A 3K

C. Prefix Segment EEF THE

D. Prefix Segment A FAFRAM %+ 8y AN E By bbb a0 %% (Prefix )

392. TPv4 & 2 By DSCP F B BUE G B 4 ( ) .

A, 0-15 B. 0-63

C. 0-31 D. 0-7

393. BNC # Ly A K A ( ) = .

A EER. AKX, FEX

B. A&k A. BEHEX. HEKX
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C.EER. 4%, F#k
D. #FH# KX, BEEA. 4%K
394. UDP 2 T 1] o2 #E 1Y, 56 A4 JH ( JRFHEL T NS,

A P2 E X B. Rz A E X
C. A= 1 D. P Bt X
395. MEBRAEFNILEE () 3EX,
A #Ri B. AT
C.%F D. /NF

396. TP Huhk/Fe ¥ A3 3 ( ) k.

A REERSHE

B. Reezh &4

7]

C. BE¥ DAl A ¥ LA

D. ¥#AENHE

397. TFIxtEEA B 1P bt #38 IE 48 H9 2 ( ).

A A F T4 1P Hidk

B. SOF T4 1P Huht

C. T Mgz

D. FMETFHIZE

398. BT A RARAH N YILFAER T AERSE Z S F LA
BEREABRELATH . ( ) B A . LKA LR 60 H.
A, BEXF it
B. E Wkt
C. Mg &k
D. A IP Mk
399. 0SI 2 Al 2 B % F A3 15 Y ( ).
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A W &= B. W13 &
C. et 8 & D. 27 &

400. B ESBFEHENRBGIEUT UM #5H0( ); B
o R B R EE I, BERSESER HREEE.

A B HEFEHE

B. NLSP & mit ¥ 5 ik

C. OSPF B #H %

D. RIP Bk &%

=. H¥rA

L R ABRITENNE N2 —, B4 TERA TN B4
Pl bW eit I i%. ()

2. A S (cinder) A LGRS, F0 oo TAHA
RHPGEB R, RS EmbE IR sh 25 E 8. 4n NTFS. NFS,
Ceph. ( )

3. F i WA = A P4 oF e A LR A B T A1 R
— R RES, B AR RS R E AR, RN E W
Hhigw. ()

4.RAID 10 FEWA DL Lo f 4 sl sz XA Wu A Es. ()

SmPer T UAEEMBRERS. ()

6. IPSec VPN 7£ IKE M Bk 1 B9 th BT, W AR AMAE R, YHAX
Sl A AR TP ik, KA Main Mode WhRT: % — w30 A LA
IP Hidib it fx, XA Tunnel mode #R. ()

7. B AR O TCMP 3 BE 4038 Y 2 U B 45 W An B AR 45 4
C )

8. SMER M X X EGP 2 Al T H 8 &2 4 W B B 4218 B IR BURm 2 e Yy
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WE. ()

9. IP 1P B Ay IRt Fo B B9 bt 7 B Oy =R IR EAF E B £
LB i b, ()

10. TP fedomt, BELXTHE —ABEREIENEEZ: EHHE
Mok Fo T —Bk3tubk. ()

11. P4 3 4R 12 s e, 28 2 UL B TP Hunk, B # BB X
TR, ()

12.LLC FEZAEM F O HEEBEHNTE. ()

13. % #E 3k Manager) i 3¢ GetRequest #4218 (Agent) # &Y
THRELE, wRREFEAMTESERE - ANDREEE WRELHE
Informatio /X, ()

14. f5 | traceroute &4 ik W 45 ¥ LLAS 36 B A7 W 852 & 72 B W
EH, ()

15. R £ N B & L A2 F A AR B A R B AR KB I
KM B EE Veb A%, FEOZRFBTHE R, Tk E 0L
G P EER, X BT DDoS &, ()

16. ¥E d 2 —MEL T, B £ 503247, AT EM AR £
rE. ()

17. &8 B R G, REHBRRE W EE EIH o0 TR, TRE
BHBETANES. ()

18. P45 B A, “HWIL KA EEA R TTL 8y IOMP ) SF b o7
[E] AL 453X, SRR B L B @it BN EBE” a4 ping. ()

19. P 458 A5 th il P R R 2 LB, B0 &8 7 kA 00 TR 58
HARH N RENFENGEENRS. XML RAHE.
C )
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20. TTU-T % & th X 27 % B 2 7 Ao = SDH, H o ey STM-1 A% i 41
P FE R 622. 08Mb/s. ( )

20 AN GATERATNEAR T RARHEBHENERDW
#WER%E. ()

20. N T HAT E RIS, 0o FUAT 1 09 BB WHAT R I, 7 R R
TR AE R R B AR, ()

23. HDLC #U — Ak W0 1o b B9 (5] 5 3 B 428 R 40, R 01111110
HmEEADERE. ()

24. B P % (DSL) J 25 T 338 W38 R 00 S 3 NBUR, T L
TR % LR A BEFAETES, HEE R RS DSL 7
HDSL. ()

25. RA R N BB AL B, ZHNA BB AR
B, ( )

26. 3¢ ADSL 7 8] Internet, 76 & & 33 3t/ 35 % o ADSLModem
¥ PCHl, 7 ISP gl 1f DSLAM WA EHAFM. ()

27. IR Wy AR £ M anef, St CCITT Y V. 11 ZWALE &
HR R BMAAEHEATATE. ()

28. ARP 1A DUBY 1 2 |1 TP Mk 3K MAC ik, © B9 1 i3k 38 2 oo &t
RETP AR, ()

29. SNMP R JH| UDP 4% £ #5484 ik 55, X & i1 T UDP £ 3 #f C+] LI,
TCP #H#FEH XA, ()

30. WLAN R 3 BN R A 8, 3 BOR B9 08 2= o B9 56/

C )
3L X5 B SR B R RS0 1 AT, ()
32. HDLC /2 W [l FAF R W [/ 2 . ( )
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BHEELMIR Y, BAZERETEREZ HILE. )

34. TP frae (el f 58 Rk R fom g 8 MR %. ()

35. gopher: //hubu. edu. cn, M, URL A2 4 EH. ()

36. X THEEEEREFEAMNMETX. ()

37.802. 11g+Hy AL 4% £ 4 118Mbps. ()

BB HEAEENENAARS, HABHRNEEF I RN TR
RBEEL O, ()

39. £ TCP/TP W %, A &M ARAERE hsmo THhER 1~
1024, ()

40. A THATH Z BWy B B2 4%, TP Rl 8 L HURYE E 47 TP
Motk . TCP/UDP 3 1 45 B xd W 45 $R 4B 4T 70 28 O Am L 44U 38 4
«C )

41.MPLS STHFB-FE W & E 1L, A MPLS ARICHY 230 3 Rk 1
PPP i ifea%. ()

42. 18 ] ADSL 4% 5 b W, EEALH P o PPTP 3. ()

43 AR P iF R i X AR F H g B 4Lk ey WEB T, AT X
NTHE, F PR E - MERFEXEER = H. ()

44. 7£ HTTP v B3R X H 89 Date: HEFEH T Z WX F X X &5
—REHFHEM. ()

45.TCP R X#FFmERH, S L FAEEH. ()

46. 100BASE-T bLA A # A CSMA/CD thill. ()

47 LB, BEREG REBE T AP, BELE IS B AT B

5 & BB 3 R, ()
8. 5T 4 P R-AHE SR RS ERELSNEE. )
49. IS0 | 2P 4 & IR e FEA N 52 A~ B 45 A0 A A 5] B & 0K
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TR ENHEEERTURAEGHE. ()

50. FHAR — MR A Loy EHHM G EAE Ping gl ()

51, AN R TP Mk AT 284y, ()

52 MEMWEEERZ ARG, BHELE. HF. ()

53.7 OST L EAEMEA S, A THERBE S ZMEZHHEY
HE.C )

54.210.38.192. 33 & B X MHbhk. ()

55.TCP #u UDP # s 1 S ¥ LUR S/ . ()

56. B P 45 A B )R B o B RBRIE L A R T AR, U

I )
57.WindowsServer2008 B & %4 Windows i K IEA B & 1 b #1
. ( )

58. 7 windows R 5 L E DNS R0, deUBR MR, KA
R EIREILE. ()

59. & windows R AR UAEIZATE Bdr N winnver. ()

60. 7& ) B 3 7 LA & — AN 2 AN, T LUK B AR B AN
— AN A T DU — AN B T B B A N B — AN DL (E R
«C )

61. 24k P AnF B F Administrator ZLEY K P, = BRA B0 Fe 51 R
#prem. ()

62. 18 B AT T HAE T2 G488 4 s W BAR T AL TP Hink iy
AR, By “Rm&w. ()

63. E—REXBUH LR L TUAIWNAESK. ()

64. P4~ 7 Bl W & B 1 = B PR B E AL PR ] AL o] AR
Folitg XA EE. ()
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65. 32 | IKE i 4 IPSec B 2 ¥ B ZE L SA, W LA FF7E 1 7 & AL
H S SR AT AT HROAE. ()

66. EIZATAE 4\ “gpedit.exe”, # & J5 o LLIT T4l 5K e 48
. ()

67. REZRAECEANFE LAY RN A P A 6% B w4 B
7. ()

68. 1R — & WindowsServer2008 1+ EALH R AT E 5L, R WUE
AN P A A TR KRG E I ENFRAKES. ()

69. 4 T W& ALME 1P Hink, (RN PI%EHE R AEA R NAT
FR% LI &bk 2 3 R 4. IRA 2N E BB A H 50 6t ENEE
# Internet BH#fEH —ANAEE & 1P dbhb, fRBZ6E A NAT #4T3% 0
Mok, ()

70. BOAB A R KA B R ZE 42 K. ()

T BRI ER SR A TR E T ENEAGIES BT R
£%. ()

72. Administrators kK P BRABA T REAN. ()

73. % 5 7 WindowsServer2008 A4 LB sh Aai 4, 1 E R
ENBERERERE, NZOAEFRE. ()

T4 EW & R T RESLRMET, BHEFNESUHENA 2
R FR ST, ()

75. BH EAAR—F AR A TR MR MR EAN LSRR, ()

76. GPO (4 5K 7t ) 1 Re 4 # 2| ActiveDirectory B R £.( )

77. R4 F 5& ACME. COM, 3% 1y 4 F =& DAFFY, #[ 2 T 38,t4 DNS
4 5% DAFFY. ACME. COM, ()

8. BF X G T EHLA TCP/IP HERA, W LUEA netstat &4,
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C )
79.DNS B AR EE R T EHNA A0 IP bt = A M. ()
80. WEB AR % 2% apache BRIAZEH MY 3w 2 5 % 8080, ()
81. L XM A & By A A chmod. ()
82. & linux 1, —/NFIRHUSELA ipddt. ()
83. wh AL H Ay hard IR R AAERE T Zw R A 2247.C )
84. linux WHY EAK. ()
.Dynamo DB [R#| T &K &M A/N, & & T/ A RE T,

—_

~

8
C )

86. i R A XM k. B X « ZHEWM K. &L N
x. ()

87. NTFS # A KA 4 fE 4 Linux g X, ()

88. sshfEFI My 2 TCP 3wk 22. ()

89. SMTP {# | g = UDP 3% 10 4 26. ()

90. Iptables AR FELIE ICMP &, ()

91. TFTP EJH = tep 3w B A 69, ()

92. —/NE & BN IR A AR 63 NFAT, BENEAL 2K
A 256 MFEA. ()

93. 84 KagA/NFG, BTl “sina” #n “Sina” A —HH. ()

94. MBR (masterBootRecorder) By RE & 0 K R 8y K/N A 512 54,
C )

95. B RTUATHY linux #1F R 45 $42)F grub2 Af5 % linux,
C )

96. A5 R LA BN EBEE, LT UG eHAEE. ()

97. Linux &y 3 AANRALEY N7 =& “BE-BA-Htb” , A F{LH
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KFR RA-F-H. ()
98. Linux FAMAES BETMAK: RAAEMIHAL. ()
09, T4 B A BHBEAA S A — M LA ()

100. Linux S ff & 400 SCHHA 2168 401151 2o e 5% 4

o, X TAER A, AR /bin BEE. ()
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B MERESER

i pat

EEHNE R AR T EAHE, FEWT BT 22F,
XEHT CRLT HFEL. FRRAET R BH. #5. MH. AFS
AR, G —HAT TP Bk 45 IR e LX) Fo - BL, 4 PR A OSPF. RIP.
ISIS. BGP B i #h N #H4T H B B 1.

gAY K F A TR - TR, ARSRhzZENHN, &
AMEBBRREZRE, AL EELNE, FRREAELAARET
BB, EXEHELRMREHE TN, RS hE. TEX
Bl df, WA FEEHIEANE B, TR = A R R AR A
Eit, EFWRSTLAREER.

W %3 E K 1P 3k k:

IR

SW3
Fy1 61 FW2 LRI T

E1/0/19 E1/0/22 .st E1/0/22
E1/0/23 VPN E1/0/23 1/0/19

E1/0/24 L2 E1/0/24
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2. P43 4% 1P Motk 7Bk

T Bt o
10.7.1.1/32
loopbackl ospfv2 ospfv3 bgp 2001-ﬂ(11-1-{i/128
10.7.1.2/32
loopback? 2001:10: 1:1::2/128
- 10.7.11.1/24
vlan 2001:10: 1:11::1/64
10.7.12.1/24
lan?
vlan20 2001:10:1:12::1/64
10.7.13.1/24
W1 vlan30 2001:10:1: 13::1/64
10.7.14.1/24
vlan40 2001:10:1: 14::1/64
10.7.15.1/24
vlan50 2001:10: 1: 15:: 1/64
v1an1019 10. 7. 255. 14/30
v1an1020 10. 7. 255. 5/30
vlan1022 10. 7. 255.1/30
v1an1023 vpn 10. 7.255.1/30
10.7.2.1/32
loopbackl ospfv2 ospfv3 bgp 2001: 10: 1: 2-/- 1/128
10.7.2.2/32
loopback? 2001:10: 1: 2:: 2/128
_— 10.7.21.1/24
vian 2001:10: 1: 21::1/64
10.7.22.1/24
lan?
vlan20 2001:10:1:22::1/64
10.7.23.1/24
|
SW2 vlan30 2001: 10: 1: 23:: 1/64
10.7.24.1/24
vlan40 2001:10: 1: 24::1/64
10.7.25.1/24
vlan50 2001:10: 1: 25::1/64
v1an1019 10. 7. 255. 22/30
v1an1020 10. 7. 255. 9/30
vlan1022 10. 7. 255. 2/30
v1an1023 vpn 10.7.255.2/30
10.7.3.1/32
loopbackl ospfv2 ospfv3 bgp 2001-%0-1%3-41/128
" 10:1: 3:
10.7.31.1/24

vlanl0

2001:10:1:31::1/64
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A A K& D IP Hb 4t
10.7.32.1/24
vian20 2001: 10: 1: 32:: 1/64
10. 7. 33.1/24
vian3o 2001: 10: 1: 33:: 1/64
10. 7. 35.1/24
vian30 2001: 10: 1: 35:: 1/64
v1an1019 10. 7. 255.6/30
v1anl1020 10. 7. 255.10/30
10.7.3.2/32
Loopback? 2001:10: 1: 3:: 2/128
10.7.110. 1/24
; lanll
?g%;fj? vianll0 2001:10: 1: 110: : 1/64
120 10.7.120. 1/24
v 2001:10: 1: 120: : 1/64
vlanl015 10. 7. 255. 46/30
Loonback3 200. 200. 3. 3/32
SW3 4 #) P 2001: 200: 200 3:: 3/128
Internet vianl017 200. 200. 200. 1/30
vianl018 200. 200. 200. 5/30
10.7.4.1/32
Loopbackl ospfv2 ospfv3 2001:10: 1: 4::1/128
. 10.7.4.2/32
Loopback2 rip ripng 2001: 10 1: 4::2/128
10.7. 4. 3/32
Loopback3 2001:10: 1: 4:: 3/128
AC1 vlanl001 10. 7. 255. 42/30
, 10.7.130. 1/24
48 A5 )
vianl30 L&EHE 2001:10: 1: 130: : 1/64
, 10.7.140. 1/24
4 =3
vianldd % 2.46 7 & 2001: 10: 1: 140: : 1/64
, 10.7.150. 1/24
p s
vianl50 F% 56 EH 2001:10: 1: 150: : 1/64
10.7.5.1/32
loopbackl ospfv2 ospfv3 bgp mpls 2001:10: 1: 5:- 1/128
. 10.7.5.2/32
loopback2 rip ripng 2001:10: 1: 5:: 2/128
o 10.7.5.3/32
RTI1 Loopback3 isis 2001:10: 1: 5:: 3/128
\ \ 10.7.5.4/32
loopback4 SHl & 7 % AL LK 2001:10: 1: 5:: 4/128
10.7.5.5/32

loopback5 vpn Jif %

2001:10: 1: 5::5/128
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W &4 B W& IP Hhht
g0/0 10. 7. 255.29/30
g0/1 10.7.255.21/30
g0/2 10.7.255.18/30
g0/3 10. 7. 255.25/30
s1/0 10. 7. 255.33/30
s1/1 10. 7. 255.37/30
10.7.6.1/32
loopbackl ospfv2 ospfv3 bgp mpls 2001: 10: 1: 6:: 1/128
) ) 10.7.6.2/32
loopback2 rip ripng 2001:10: 1: 6::2/128
.. 10.7.6.3/32
Loopbacks isis 2001:10: 1: 6:: 3/128
] 10. 7. 6.4/32
- Loopback4 ipsecvpn 2001:10: 1: 6:: 4/128
tunnel4 ipsecvpn 10.7.255.50/30
10.7.6.5/32
m
Loopback$ vpn Ji 4 2001:10: 1: 6:: 5/128
g0/0 10. 7. 255.30/30
g0/1 10. 7. 255.41/30
g0/3 200.200.200.6/30
s1/0 10. 7. 255.38/30
s1/1 10. 7. 255. 34/30
10.7.7.1/32
loopbackl ospfv2 ospfv3 trust 2001:10: 1: 7: - 1/128
. ) 10.7.7.2/32
loopback2 rip ripng trust 2001: 10:1: 7: - 2/128
. 10.7.7.4/32
FW1 loopback4 ipsecvpn trust 2001: 10 1: 7: - 4/128
tunnel4 ipsecvpn VPNHUB 10.7.255.49/30
e0/1 trust 10. 7. 255.13/30
e0/2 trust 10. 7.255.17/30
e0/3 untrust 200.200.200.2/30
10.7.8.1/32
1 k1l fv2 f
- oopbackl ospfv2 ospfvi trust 2001: 10: 1: 8:: 1/128
e0/1 trust 10. 7. 255. 45/30
e0/2 dmz 10. 7. 255.26/30
— IBRE

LB &
(1) BHEEM, TH, &AM, REREEEAR.
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(2) BH%F5EE TR &R,
(3) WERKIY, RIEWE R G L AITAT.
2. W 447 %

2 AR & AR AL T T & A AT S E AR S T B

.

(1) MAELEMA L ER GRS 101; HAEL AT & E AR 45 102,

(2) BEREREFMANA 13w, AN 23m0. AR
B BRI S68B AR,

U)im%&m%ﬁ%mﬁ@m&ﬁﬁ&ﬁm%%wT:
F5 | EERET |BREAERT | KERT | EEART | RE&EwET

1 | W1-02-101-1 W1 101 1 02
2 | W1-06-102-1 W1 102 2 06

(4) WS HFomtE, RM2MRELKEONR L, FsmblEm
&, Fi PVC AR LE. NREAENERNBHITEEN L, FHA
HHFEEEE., # 2 MAREW 3%, mEERSEMNwD, %
—momE b RT45 Bk, HFHZR HER RER, HFEmE.

(5) BR&HIEG MR, HE 2 REKEHNR L, mEKE L,
Fir A W) 4 Bk 4 BE Sk 4% 568B ARl 1E, FSmBIEIRE, HHPEE R R
Ao BT HAL. ARIE W I E K, REGE YK E M E N WK &,
S AR L, WA IRAWHEARD £, LI PC. FRAER. B
SR, WEZEWER (R A RANAE LB AR &7 8 BT
).

U\\
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3. 1P #L&|

AT AW RHAREALFZETE, SRTRIE LR LT FL.
WA EA, HRIELEAFLRLE Internet FHEH 4 NS,
T HE0 T BRI R MR TR, ERA 10.7.10.100/19
E NS 2 — AW BT 289847 1P Mk K%Y, TP dhbb 3% B T 5%
RAETE IEAK], PR at BN W B & 5 —/N 7 F ik, % 5% &
T & IP M #L &

S N RS Rl W % b HE
HITL A | RAEAHK (ZFHRXXLLX/N) | (ZFHRXLXX)
B4 110

7= 600

* % 126

W 4 14

=, X#EE

1. BB vlan, SWI1. SW2. SW3. AC1 B4 — B4t 2 44K L vian
WA,

K& vlan 4% 5 bl i, B
vlanl0 E1/0/1 Pl
v1an20 E1/0/2 X
SW1 v1an30 E1/0/3 451K
vlan40 E1/0/4 41 &
vlan50 E1/0/5 AT 1
vlanl0 E1/0/1 2 B
v1an20 E1/0/2 B 2B
SW2 v1an30 E1/0/3 =42 B
vlan40 E1/0/4 W% 2 &
vlan50 E1/0/5 AN 2B
vlanl0 E1/0/1 3
- v1an20 E1/0/2 wAH 3B
vlan30 E1/0/3 43 B
vlan50 E1/0/5 AN 3B

2. SW1 Aw SW2 Z B A = FAR NG L IEHE, A —FRN LA
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ZEIP 4. —5BAHARE VPN L. —SBEEAE_E LS.
FIMRBEAR DA EIAM S 1 B M5 2 Bl FEakgHv b5 Ed
EIBH, M4 k4 VPN 524 4 # 4 Finance, A, —E V4R A —%
WAL R, REMREA, FEEEHET R5ALE0. /5N 1,
Jil LACP t3, SW1 4 active, SW2 4 passive; KA JE. HH IP #4T
SEII B 7R

3. SW3 &F i A Mk 4 VLAN 8y % —/Nge O BL B Loopback w4, £ 4
o UP, FEEELFIIEL MR,

4. % SW3I A A Internet 28N, LIEREAR L H B &R
%, Internet B&pik VPN 4|4 F K Internet, ¥ SW3 B4 F AR
Al SAHERA v FBEREE, FFEALKEL VPN 64K
% Office.,

5.SW1 L& SNMP, B|# id 45| % 1000; 8% % GroupSkills, %
FmeEaeqn, REANE. THEZH A: Skills R, Skills_W;
R ZIAIEF & UserSkills, R aes ik #ATIE , B4 4 Key-1122,
oA HIEN sha, WA Key-1122; SR EHFHEH, FEAAML
FRE M4k loopbackl &K 3% v3 Trap M B £ & B W& IR %-£ 10. 7. 15. 120,
2001:10:1:15:: 120, RARE X 2RI, LE S IXMG A #D
& 4 UP DOWN Z=fFrt 28 | & 3% trap HE £ LR EH WE IRE-%.

6. %t SW1 &5 FW1 B B4R 2 SW1 B1/0/1, W@ EA 1.

7.SW1 A SW2 E1/0/21-28 5 A 3 ) 4 B S RAR N, 4 K £ 2%
i, S OARIL A errdisable KA, HEXFME, &3¢ 1 04 )E, 3%
HEZEE; Kk Hello i CH ] & & 4 15s.

8. SW1 o SW2 B A 3 1 g 4 3 B R AR, BT 4 XK 3% Bt [A] ]
% 20s, BB EFGERMEA S, Trap /X KAFEFA 10s, BE=
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FARN S5 OB AR Trap Z0 6.

= BEER

LB R T A %A ssh k4, WKEER P4 admin, 9 50% 4
Key-1122, H A& P4 foif X AL K admin,

2. BB P A & By B X 4 GMT+08: 00, %% SW1 [ 4 52 B[]
SW1 BLE A ntp server, FHfhi% A SW1 loopbackl ipv4 HihE1E A ntp
server Hidib, ntp client K 4R SCHt Il Al f@ 1 24k,

3.ELE S T ipv4 Hudib Ao ipve bk, EECEE D ipve Hihb R Ak
Bt

4. SW2 Bt & DHCPv4 1 DHCPv6, 279 KAE & 1 Bt RAHE
dh 2 B8] V1anl30. 402 5] V1anl40 fnp 5 V1anlS50 2 F bt
IPv4 Hi HF 3 & % 24 B & Poolv4-Vlanll . Poolv4-Vlan2l .
Poolv4-Vl1an130. Poolv4-V1an140. Poolv4-V1an150, HEERP 5, DNS
% 10.7.210.101 F2 10.7.220.101, IPve My & #x 2 5 %
Poolv6-Vlanll. Poolv6-Vlan21l. Poolv6-V1an130. Poolv6-V1an140.
Poolv6-V1anl50, IPv6 Huhbab Bl W& wZE &k, HElR MWk, DNS %
2400: 3200::1, PC1 R Muhk 10.7.11.9 7 2001: 10: 1: 11:: 9, PC2 f&
Bt 10.7.21.9 F7 2001: 10: 1: 21:: 9, AP1 SR #iht 10.7.130.9 Fuo
2001:10: 1:130::9. SW1. AC1 = 4kHiit 4 SW2 Loopbackl Hihb, SWI
J& J§| DHCPv4 #2 DHCPv6 snooping, X E1/0/1 3% 4 dhepvd RE 2,
Wk FZsme, JRE RN 10 -9,

5.SW1. SW2. SW3. RT1 DA K%E#. RT2 DL AR4EE. FW1. FW2. AC1
Z [A]324T OSPFv2 #u1 OSPFv3 # i (B8 | A% X & A7 W % i 4 1 bk, BGP
W DUER ).

(1)SW1. SW2. SW3. RT1. RT2. FW1 = Ja] 0SPFv2 #u 0SPFv3 i),
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P21, K 0, 241 KA loopbackl Mk B fy o™ & B gy, FW1 3@ £
typel BRIABEH .

(2)RT2 5 AC1 = Ja]324T OSPFv2 ¥4, ¥4 1, nssa no-summary
X4 1; AC1 & A7 loopbackl it B iy, /= S fon B 44 % iy, JH prefix-list
# & A7 loopback3,

(3)RT2 5 AC1 z ]34T OSPFv3 #3, ##2 1, stubno-summary
X4 1; AC1 XA loopbackl Mk B iy, /&g 4.

(4) SWIBEMAF A" Ao 48 DB E A loopback, A #E 1
up. SW3 BB A F A E FW2 2 [qi547 OSPFv2 L, #7422, X% 2, SW3
B A E L LA loopback2. = WmFfnE4. SW3 BEPAZFLALTE ipv6
ERIABE dr; FW2 2R B E 5| SW3 B AR ZFE AL Loopback2. 7 i Fu B 44 1Y
ipve PA4HFE ARSI, FW2 &R A A5 8 d 2| 0SPFv3 4.

(5) RT1. FW2 = |5 OSPFv2 Fu OSPFv3 #33, ##2 2, X 2; RTI
K AT loopback4 B, iz XA+ typel BRIAEH; FW2 KA
loopbackl B-dr, FW2 53 2| R W fop A G WP A ¥ E. RT1 A
prefix-list FEH FW2 loopbackl . SW3 ##l 4 F 4 Lloopback?2 #n
PR . RTL 5 FW2 Fa% ipvd By, 93X 463 i & kA 2| X 0.

(6) 152 ospf cost & 100, 523 SW1 4715 RT2. FW2 = [ ipv4
Fo ipv6 B B4 &It SWI_SW2_RT1 44 B4: %, SW2 37 4 Internet
ipv4 o ipv6 YL E{fJE @I SW2_SW1_FW1 # B 46 & .

6.RT1 EATH#EE. RT2 #4THEE. FW1. AC1 Z |82 #13247 RIP #n
RIPng th3, FW1.RT1.RT2 # RIP fu RIPng & #7 loopback2 ik % i,
AC1 RIP %747 loopback2 Mk # i, AC1 RIPng & route—map VCHR
prefix-list B X loopback2 Misk¥ . RT1 B E offset fEN 3 &y
B b sk ws, 923 RT1-S1/0-RT2-S1/1 X E4% ¥, RT1-S1/1_RT2-S1/0
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K& EEE, ipvd i) ACL 4 #7 & Ac1RIP, ipv6 By ACL 4 % & Ac1RIPng,
RT1 #y S1/0 5 RT2 &y S1/1 Z [&] R | chap W iahik, F P4 K 5 smik
&4 B, TG K Key-1122,

7.RT1 DURSEES . RT2 VUK B = /3247 ISIS thill, #7421, 24!
SCH loopback3 = [d] ipv4 H i@ fr ipve HiE. RT1. RT2 8 NET 45 A
10. 0000. 0000. 0001. 00 . 10. 0000. 0000. 0002. 00, ¥ & & % & 2
Level-2, O M RA K A5 4. BER ndS AEFHE D nd5 A,
5L 3 K Key—1122.

8.RT2 FLE ipvd nat, 523N AC1 ipvd 7= & RT2 4NME O ipvd
Hihbi7 5] Internet. RT2 BLE nat64, SEFLACL ipv6 P& & JH RT2 4K
B0 ipvd Hi bk ih o] Internet, ipv4d M ik 4 ipve M HFETZE A
64: ff9b:: /96,

9.SW1. SW2. SW3. RT1. RT2 = [&]3Z4T BGP X, SW1. SW2. RT1 AS
B 65001, RT2 AS B 65002. SW3 AS & 65003,

(1) SW1. SW2. SW3. RT1. RT2 = ja|i# it loopbackl L ipvd
# ipv6 BGP AFJ&. SW1 #n SW2 = [ It 4@ 3t loopback2 23 ipv4 BGP
AR JE, SW1 F1 SW2 #4 loopback2 H 3@ % Jil # A B i

(2) SWi. SW2. SW3. RT2 pf|l R XA EH. 45 MH. ANE
ipvd o ipve By, RTL KA A=A &4 ipvd fo ipv6 % & 3| BGP.

(3) SW3 E#in/lh SW1 fu SW2 44 ipvd fn ipve EVi{kEE
SW3_SW1 4 B 4% &5 SW3 3= 5B A N 275 SW1 Fa SW2 324 A\ 17 ipv4
fnoipve EVifhscdE SW3_SW2 s Ei kL, TEHHBEMEENR; A
prefix—list. route—map Fu BGP B542 B M ST R0, #TH¢ AS 65000,

10. | A BGP MPLS VPN A, RT1 5 RT2 DL K% ¥ [6]3247 Z W WUAR
A AT A4 KA RTL & RT2 [6] 8 2 IF 4 VPN 5249, 4 #1 4 Finance,
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RT1 # RD{H A 1:1, export rt fE % 1:2, import rt {HA 2:1; RT2
#y RD fH4 2:2. BT W3m loopbackl Z L VPN 48)E, 27l SLILH 3
loopback5 ipv4 H i fr ipv6 Hid.

W, E&EHE

1. AC1 loopbackl ipv4 Fu ipvé Hubt4BI4E % AC1 # ipv4 F1 ipvé
EIMbE, AP — B B i A, AP KA MAC MubbiAGE. BLE 2 A ssid,
B K skills=2.46 Fo skills—5G, skills—2.4G xR vlanl40, J
network 140 1 radiol (=X 4 n-only-g) , fl F AT &M &bt 7 &
K JF 25T WPA-personal Jn% 7 X, H 4% Key-1122. skills—56 %t 5L
v1an150, JH network 150 #u radio2 (£ & 4 n-only-a), 7% EIAiE,
e ssid, skills—5G FIEI4k% —ANF A VAP &K% 56 5 5.

2. % AP E&, R AC H g5 By Image A Fn AP B Image fRA S
TR B, Sfhx AP B SR, AP 5K RO A5 A8 B B i) KR 2 6 B P i
PR AS AL B [ A R 2 /N

3.MAC ATEAE A N B4 3, MAC Hudk % 80-45-DD-77-CC-48 #y T %
23 R R 2 Jf BB MAC AE.

4. 51k %2 AP Fn AC AH 3 B 3t £ By A A IR B T W A6 CPU 3R IR,
R E] AP 5 AC 10 pob WHE L %8 5 K H o4k s, 2 /A e
EWRAILER,

5. BE vianll0 R&BENA FAHAEREE, B ARP #Fhek, R
BAERE L0 AR 4 52 ELOREN.

6. 7F /& Radio Wy H 20 = IAEE, B R L 10: 00 fg K15 2 B & 1h

.
~~
[e]

7708 AP 485 R AR T Re; AP BB SRR RS, KA R
ACK Wl; AP 3% ] 75 2 A3 2k F AP 7 72 By ot i (2] 8] [ 4 1 A
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8. AP K Bt & K 90%,

. Re&EY

P ip ML EAE L LWN)FA “ip/mask” KR, ipv4 any
Mok F 0.0.0.0/0, ipv6 any HuhtA:: /0, AL H, TN
FaNE,

1.FW1 B & ipvd nat, SEILER & 1 B ipvd i 9] Internet ipv4,
4% ip/mask A 200.200.200.16/28, fRiEH—NIE ip AW AL
iﬂ%%&ﬂﬁ%%ﬁid B —ANE 2 6 TP b 3 A U & I B A ik 4% 4 A N
FFAEHEEE, MICHENEEL#EF 10.7.11.120 # UDP 514 3o,
WRENL, AAXRET XK E K, FREARERE, LIY R nat
45 J5 B P 25 S bt 3 11 RO

2.FW1 B nat6d, SEHMER T & 18 ipv6e 3|9 Internet ipvd4,
0 IP, ipvd 4 ipve M RAT & 64: ££9b::/96.

3.FW1 Fu FW2 SREEZRAZH1E A 4E4, FW1 RS H & 1 & ipvd
%o ipv6 W8] Internet & R 4%

4. FW2 R YF AL B ipv4 IR RIS & 1 B https fRE, A
EHFE 1 BIFE A BLAS R ipvd. FW2 loopbackl ipv4. SW3 )
FE 4L loopback2 ipvd.,

5.FW1 5 RT2 = |8 | Internet H BX M ht 2 7 GRE Over IPSec VPN,
53], loopback4 = [&] Hy An & 17 [A],

6. FW1 L B o 9 238, AU A& R KB 4 A A “DenyKey”,
WA “business” FAFEHIME,

7.FW1 s 3t ping W AR NP K Hudk, WE 458 5 R4 B4 Trackl, &
& 5S AEHMAR, #HE 10 KB 2 M HE X, BIAN RBEIE,
KHESHE D,
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8. FW1 | H iQoS, SEHEH = % 1 B iy 9] Internet https AR &,
FTATE R 800Mbps, FR¥I4 IP L TATHR/N S 2Mbps. &k
W% AMbps. fRERHN 3, FEAMA Skills, WA AEH,
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BR=: RFEESEYE

4R

A E RN i & B, ERITHR] 2023 FE ok 4 B A W
X86 ZR A4 A 75 28 £ 3T 4% 2| ARM 2R A AR 428 L, Tl AR 4% B 7 e 3 - Mk 55
T RSAT T W E LA,

—. X6 R U ENRER AL R EGEH

1.PC1 %% % ubuntu-desktop-amd64 24 L%, EE AH X ),
B P A xiao, BBEL k) Key—-1122. 2 J root JH P, 5540 A Key-1122.

2. %% remmina, JHiZEAFEE Serverl EHYE WAL, FHEEE D
AL L B 8 B RS

3. %% gemu fo virtinst.,

4. 8|7 Windows Server 2022 & AL, & HHE BT

EHNAFE | vepu | W | B IPv4 Hi it e e B4

windowsg8 2 4096MB | 40GB | 10.7.11.101/24 | windows8. skills. lan

windows9 2 4096MB | 40GB | 10.7.11.102/24 | windows9. skills. lan

5. % % windows8, % % 4 Windows Server 2022 Datacenter
Desktop, PIAMA AMBEER, W, #H. BRE2IHN virtio,
ZHEWF. A BRI AN E Windows AD

6. % % windows9, % % % Windows Server 2022 Datacenter
Desktop, MEHEX WHFEHERX, WF. B4, BRI N virtio,
R, A DA IREFmAE Vindows AD ¥, 7 windows9 H
NAm 3 B SCB B AL ( AL IR Bh R virtio), #MI4E4k A GPT, BLE A raids.
HRZh 28 BEAF A D,

Z. ARMEW T ENBEER G LK EEH

1. NUAEJE 55 PC2, % % kylin-desktop-arm64( % %1 & A 3 ),
A ER PR xiao, B Key-1122. BJA root A, BN
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Key-1122.
2. BLE minicom, FliZ B MFEHE WL L4, AN EHITHE.
=. Windows =R BB

1. 4] 7 5245
( 1 ) rj éé§4til\rj%%
W% 4% | vlian | F M4 ZES IPv4 M bk 3t

network210 | 210 | subnet210 | 10.7.210.1/24 | 10.7.210.100-10.7.210.109

network211 | 211 | subnet211 | 10.7.211.1/24 | 10.7.211.100-10.7.211.109

network212 | 212 | subnet212 | 10.7.212.1/24 | 10.7.212.100-10.7.212.109

(2) SLfIRAGEREX

B4 id | vepu | A% | BA L) 4 A FAx
skills 1 4 4GB 40GB | windowsl-windows7 | windows2022
(3) SfilfE Bk
S A AR IPv4 Hidk BB A
windows1 10.7.210.101 windows1. skills. lan
windows?2 10.7.210.102 windows2. skills. lan
windows 3 10.7.210.103 windows3. skills. lan
windows4 10.7.210.104 windows4. skills. lan
windows5 18:;:;1?:182 windows5. skills. lan
10.7.210. 106
windows6 10.7.211.106 windows6. skills. lan
10.7.212.106
10.7.210. 107
windows7 10.7.211.107 windows7. skills. lan
10.7.212.107

2. Bk %

E4R: FRAEIE, TSN WEFTE.

(1) % windows2 4 skills. lan ¥ %%, %% dns i 4, dns
ER R active directory 77, Sl FTIZIR M IE R 16 34 FEAT

(2) 4F skills. lan 3R 43T % 2| windows1; %% dns iR%, dns
R R active directory A, i 3% 09 IE K 16 38 4 fRAT.

(3) 4EE A windows EMAANZE skills. lan 3. FT#H windows
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EN (B EF ) A skills\Administrator & {3E k.

(4) 7 windowsl EZ¥FEFH RS, 4 windows EHMAIES,
EHMANEAHEZLH N 10 F, EBMLIEH LA 4 H
windowsl. skills. lan. Z#&| “IrHAH” EHER, ZHA “HHHALE
A7, WiFEFMA — KM windows fR4-B 0 BYIE 4, EH RITL RN
pe, (HEHFNBEELH MW windows FREE), EHEE: EHA
=5 45, N 4 =skills. lan, [E K=CN, &4 =Beijing, 3 F=Bei jing,
H H=skills, 42 EAfr=system, {2 7 %4 =+ skills. lan Fn
skills. lan, /Y027 1E https W3fet, FHIIEBLERE R,

(5) £ windows2 %% NBIEHRS, EHA LN AH 4
% windows2. skills. lan,

(6) J&F Fr4 windows JIl 422 th [ ok 3.

(7) 7 windows1 L #7# 4 #7 A manager. dev. sale th 3 ML
BoL; BNMAETATESHUL L TR AN AR ZAA;, BMA
B 20 ANF P ATHECES manager00-manager19. & 3 dev00-dev19.
T sale00-salel9, FEEBRE DA, FAAAIH. manager00
A AT AR

3. 41 SR

4R HRAL K, SIRME. HHEANFR P RS RE.

(1) AAnfr KEENSE AN, 4 AR icmpvd, JEFIEE TP Hink iy
icmpv4 [ B iF K.

(2) B ENE 2 HIF “ipsec” MAMIEH. HEM “TEsh
St i EAGE S, 2R T R AE “BRS-8 8 m I, AR 5 4.

(3) windows3 F1 windows4 Z [a|i#fg K ipsec X4 %#, XA
windows1 A7 & B9 i+ EALIE 4 %k
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(4) AVF manager 1AM B FIHAZH B, AVF manager00 fA P 3%
BT B E R, 54 dev 4 A £ A K 1 0B R

(S)BXHABT EREBEF, AR P4, THIE ctrivalt+del,

(6 )VE It FALET, 2 2 EHT 4 F A chinaskills B HR$E T K,
Bl A% A https: //www. chinaskills—jsw.org, ¥4 & ctrl+shift+f6.

(7) A IEABEFIT AL FrA R PR R 8 i B U B A
windows1 # C: \profiles, &AM P &5 4 o B & U XK.

4 XHFF
EHn: WRAXH’T, LAXZTHENZ LT,

(1) 7& windows1 &y C - KX X4~ 26B ty =[], B NTFS X, ZR
TN & RIEF P £ B 3L F XK AR H K4 D: \share\home,
KF4 A home, RIFFFABA P TaEH. EREXTAFAMFF
hn—ANUUR P 4 a4 B X R, % X R E b B AT 38U P B home
B, APEXUHENAE, BaBaERs b & £LEAPFPEZ
EZ XA A& “x. exe” XMF, XA 4 R4 A my.

(2) A ZE B % D: \share\work, #£ZF 4§ work, {X manager 4 fn
Administrator 214 5% A & 0 T AR fn T AR, H M EA P A
EBPATH L 2ARAE TR, &£ AD DS F XA ZHLF.

5.DFS AR %
E4-4k: FRA DFS, SLIEFE M E U4,

(1) 7 windows3-windows5 #y C K 25l %I 2 2B By % Ja], 6
NTES £/ X, Hzh 85 4 D.

(2) BLE windows3 4 DFS iR %2, &4 R [6 A4 dfsroot, XX
K pictures, FFAEFE D: \dfs; 523 windows4 # D: \pics #2 windows5
iy D: \images [7] # .
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(3) & windows4 B dfs IPv4 { J 34567 35 0 ; [R%| Pr A K%
Hy IPv4 Zh 4 rpe 3% 0 A 8000 FF45, F£ 1000 Ao &5,

6. ASP Ff %

E4R: FRA 11S 4 web %, BIEL 2 AR, ,

(1)#8 windows3 BLE 4 ASP M3k, P 3k X #F dotnet clr v4. 0,
3 B4 A asp.

(2) http A https 0 RN 5 403815 49 1P Mk, XA (A
A7 E (R T EALRI A" SEH AR ). &P v B B, 0% A ssl
EH (R EBIEBARR A “FER).

(3) M35 H A C:\iis\contents, Tkik XY index. aspx WA A
"Helloaspx".

(4) {# A windows5 MUK,

7. NLB R %

E4- 43k %R A NLB, SLILG 3P .

(1) L& windows5 #1 windows6 4 NLB fi 42

(2) windowsS BEEMR LK N 5, windowsb BEEM LR N 6, FHE
IPv4 Hidt A 10.7.210.60/24, BEL KA wwwl. skills. lan, RFH %
B R

( 3)fe & windows5 K web R 452, 3k & 4 #4 wwwl. skills. lan,
P ok i KB 10000, WshEEERH A 60s, M3EBy A 5EA
100Mbps.

(4) EZ WX EF Wb B E XA sk B F U0 7 7 i
%] windowsl # D:\FilesWeb\Contents. D:\FilesWeb\Configs #n
D: \FilesWeb\Logs. 3t =E W index.html py2Z % "HelloNLB",

(5) fEH W3CiExH &, BRAZE-HFHEEH, BERAR
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VIR E M. B B P IP Mk, A P& . BRAE TP k. R4
w05,

(6) PIE XS https, TP Mk HAF&EMAE, (UM HA A A
5 18], U 4 By wwwl. skills. lan, 4 B4% 4 windowsl K
D: \FilesWeb\Configs\www. cer.

(7) B windows6 X web %2, ERFXFLZF windowss BLE
#p r X5 ® N windowsS iE F , iF 4 ¥ 42 4 windowsl £
D: \FilesWeb\Conf igs\www. pfx.

8. powershell B 4<

4443k KA powershell MiAR, S Pt it B W 1E.

(1) windows7 455 C: \createfile. psl #y powershell B,
A7 20 AN X C:\File\file00. txt & C:\file\filel9. txt, #WEX
e, WM R e, BB 2 B/ U 9 2 /) £ X4, dm £i1e00. txt
XA AR “file00”,

W. Linux ZfR$RE

L RG%K

(1) 3 PC1 web ¥ # Server2, % Server2 %% rocky-arm64 CLI
A (EEANFEX),

(2) BLE Server2 By IPv4 sk 10. 7. 220.100/24,

(3) 923 gemu 2 virt—install.

(48] rocky—arm64 i B, i WAALEE £ AR A E BN B X,
4 # A linuxN. qcow2 (N K 778 BN 5 1-9, 2o AL Linux] BYAE 4
SCHE A linuxl. qeow?, B AL 1inux2 888 & SCF 4 1inux2. qcow?) , &
PV IRERSS: I

BEYMNAF | vepu | AF | B4 Pv4 Myt A B IS4
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linux1 2 4096MB | 40GB | 10.7.220.101/24 linux1. skills. lan
linux2 2 4096MB | 40GB | 10.7.220.102/24 linux2. skills. lan
linux3 2 4096MB | 40GB | 10.7.220.103/24 linux3. skills. lan
linux4 2 4096MB | 40GB | 10.7.220.104/24 linux4. skills. lan
linux5 2 4096MB | 40GB | 10.7.220.105/24 linux?. skills. lan
linux6 2 4096MB | 40GB | 10.7.220.106/24 linux6. skills. lan
linux7 2 4096MB | 40GB | 10.7.220.107/24 linux7. skills. lan
linux8 2 4096MB | 40GB | 10.7.220.108/24 linux8. skills. lan
linux9 2 4096MB | 40GB | 10.7.220.109/24 linux9. skills. lan

(5) %% linuxl, %% A rocky-arm64 CLI, P, ##. B
Wahh virtio, WEER AFEHRK.

(6) M linuxl, % linuxl A Z S BB, B4 K Y
linux-snapshot.,

(7) 48 linux1 3 %8 AL Linux2-1inux9,

2. dns R%

E4#A: B2 DNS lR%-&, LI A 7.

(1) BrA linux EALEF B KR, B KRR E N public, ERX
o AT X R RS9 A

(2)F| A chrony, BB & linux1 4 Hfh linux £ M NTP R 5.

(3) F7A linux ENLZJE (B2AREH) root A P LIE 4 ssh
WIE, 2EF] 5 A AE,

(4)F F bind, BLE linuxl % F DNS AR %2, linux2 4 & JF DNS
WR4%-2. APrA linux EHL$R 4 70 R DNS IE R i A AT IR 5.

(5) BE linuxl 4 CA fR4-2, 4 linux EHMELIEH. EBM
EHGE R 10 4, AF4 A linuxl. skills. lan. HIEHFMAK —K
# linux REBERAGIES, EHEL: ARM=5 £, A%
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=skills. lan, [EXK=CN, &=Beijing, ¥ 7 =Beijing, 4% =skills,

P Hfr=system, {fJf# 7 %4 F=+. skills. lan fo skills. lan, ¥

IE$ skills.crt ffh4 skills. key B4 B|EEE B linux RH5HE

Jetc/ssl B F. #| Y& https Mafrt, FHIEHESER.
3.ansible R4

£ 4-Hik: KA ansible, TLIE hfhiz 4.

(1) & linuxl k%% ansible, 1EH ansible Ey3%%H|% .
linux2-linux9 /£ ansible B Z =¥ &

4. apache2 R4

£ %-H#k: 35K Apache B W 3k,

(1) B E linuxl 4 Apache2 R4 %, A skills.lan 3
any. skills. lan (any RAEEMAEATZ, A linuxl.skills. lan Fo
web. skills. lan UK ) V7 F B, B 20 Bk4% 2] www. skills. lan, ZEbff
J TP HidbiF e, BRIAE T XAY/var/www/html/index. html #2524
"apache",

(2) 8 /etc/ssl/skills.crt B4 XfEfa/etc/ssl/skills. key
FARH UM 8% 3 R A AT 4 A RA 4 B Jete/ss1/skills. pfx XfF; REE
Jetc/ss1/skills. pfx 33 &AL fufh4A 6 /etc/ss1/skills. pem
XA, M /etc/ssl/skills. pem SCPF % #& BUE 4 f0 A 47 20 Al 5
/etc/ssl/apache. crt fu/etc/ssl/apache. key.

(3) % P 3mifE] Apache R4-BF, S A ssliEH.

5. tomcat AR5

E 4438 KA Tomcat EEh AW 35,

(1) B linux2 A nginx fRE2, TRIA A index. html A A
A “hellonginx”; {X 0 ¥ 384 ¥ 1], http V7 7] B 0 Bk4% 2| https,
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(2) A A nginx K (RH, I linux3 #1 linux4 87 tomcat #
#X M#7, It https: //tomcat. skills. lan fr%8 37 5] Tomcat, http 7
[F3@ 1E 301 B 27 Bk4% 2| https,

(3) BLE linux3 A7 linux4 4 tomcat R%&-%, WaEZKA TR KN
BRI “tomcatA” Fo “tomcatB”, AR A Vi (A 80 5 0 http Fo
443 30 https; EH B4R K fetc/ss1/skills. jks.,

6. samba %

5k EFRA samba IR, EHFRLE.

(1) 7 linux3 bA|Z user00-user19 4 20 AN /; user00 #a
user01 7k An%| manager #1, user02 1 user03 /KAn%| dev 4. EJ &
user00-user03 7 A 2| samba | .

(2)EE linux3 4 samba iR %28, 2 L £ ¥ B 3k /srv/sharesmb,
fZ4 5HFAME. manager 41)H P 3t sharesmb 3£ F A E MR,
dev #1 % sharesmb 35 A RAUR; AP 3T E O N XA T2

XA PO U R AR, LA BB A BR A A B X, EEARAL
| smbelient 44 J3K .

(3) & linux4 52k /etc/fstab, (FFF 7 user00 LI H o 4 #

linux3 # sharesmb 3£ & F|/sharesmb.
7.0fs fi 4%
E4H#7E: FRA nfs, LAXFFREGLAE.

(1)EE linux2 4 kdec 42, f1 3 linux3 fo linux4 B3 3E.,

(2)7 linux3 b, QIZF P, A P4 A xiao, uid=222, gid=222,
% H K /home/xiaodir,

(3)BLE linux3 K nfs R4-2, B F/srv/sharenfs By Z HE R
Ao linux REBIFEWER P ARERR, AR xiao,
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kdc #m %5 77 R A krbsp.

(4) BLE linuxd A nfs Z g, FIH autofs #HEH#E linux3
F#y/srv/sharenfs 2|/sharenfs H 5k, #3835 E1Z B KA Z test
B .

8. kubernetes R %

4% &R A kubernetes #1 containerd, 4 FEAE,

(1)7 linux5-1linux7 %3 containerd #7 kubernetes, 1inux6
Y€ % master node, linux6 1 linux7 fE 4 work node; & /A
containerd. sock {E 4 &% runtime-endpoint. X\ nginx &%, =+
T W24 “HelloKubernetes”,

(2) master ¥ S HBLE calico, EN M4 41E.

(3) Al —/ deployment, &FA4 web, BIARE Y 2; 4l#—A
M4, KA K nodeport, & FFH web, BRASAM 80 30 Fu 443 3 0 4
B B 2B A 80 3% 0 o 443 30,

9. ftp IR%

4R FRA FIP k45, SAXMHLaLH.

(1)ELE linux2 A FTP fj %28, %% vsftpd, Hr @AM A 7 test,
A B ftp BBy B F 4 /var/ftp/pub, ¥ DL EfETE.

(2) BE fp A P BN, B P ftpl Fa ftp2 B A
ftp, ftpl Bk ftp JG 8 H kA /var/ftp/vdir/ftpl, ¥ EET#,
Fik b ERA A . doex By XM ftp2 Bk ftp FWEH KA
/var/ftp/vdir/ftp2, fUH T #HAK.

(3) A ftp w4 EANIIE.

10. iscsi R4

TR EFERA iscsi, HFEFMWRSE.
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(1) linux8 Wfhm 4 SRAEF AL, 4 RAF A KN A 56, 6] lvm 4,
FHAL N vel, BEBELN vl, RENLHZTE, HAH extd 4
X A#F /dev/vel/1vl BLE & 1SCSI EAFHRS-2, 4 linux9 45 1SCSI
4. iSCST H AR wwn % iqn. 2023-08. lan. skills: server, iSCSI
% A3 wwn 4 iqn. 2023-08. lan. skills: client,

(2)F. % 1inux9 % iSCSI & /3%, SLH discovery chap o session
chap X [ A ik, Target A IEF P 4 & IncomingUser, % A5 4
IncomingPass; Initiator JAIEA P & A OutgoingUser, 5540 %
OutgoingPass. &% /etc/rc.d/rc. local X FFHLE 3h3E 3k iscsi A
# 3| /iscsi HX.

11. mysql Ag5

EHthn: WLk nysal %, #IKEK.

(1) BLE linux2 & mysql fR%-2%, QIEEEER P xiao, EfE
BALE b xt B A #E E A R AR,

(2) R ZEHAEE userdb; EE F 4|2 %K userinfo, REMIT:

F R4 HHIEXRA T H
id int i pad
name varchar (10) = &
birthday datetime i 4
sex varchar (5) 4 E\
password varchar (200) & g

(3) FERFHN 2 £&I0F, 4518 (1, userl, 1999-07-01, %),
(2, user2, 1999-07-02, %), password 5 name AH[E], password F
J password o8 nsE .

(4) 5% %k userinfo WW&EAH, # name FERE R F F &
height (3 #E LA K float), EH userl Fuouser2 #y height FE A X
A 1.61 11,62,
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(5) ¥z /var/mysqlbak/userinfo. txt X4, XHERNZBZWT, &
JEH XN A FANE| userinfo k9, password F B JH password &4
piL
3,user3, 1.63,1999-07-03, %, user3
4,user4, 1. 64,1999-07-04, F, user4
5,user5,1.65,1999-07-05, &, user5
6,user6, 1. 66,1999-07-06, %z, user6
7,user7,1.67,1999-07-07, %z, user?
8, user8, 1. 68,1999-07-08, %, users§
9,user9, 1. 69, 1999-07-09, %, user9

(6 ) ¥ & userinfo # W & X F W, F F &K 3
/var/databak/mysal.sql, FERZ[EH", 7.

(7)) B LR 1:00 WL root 7 H4% &% HHEE userdd %
/var/databak/userdb. sql (&-B| ZE P EH4S)

12. docker 45

4443k KA podman, SEIH F PR )T 0 BB N

(1) 7£ linux2 %% docker—ce, § A\ rocky &%.

(2) QA RA skills BAE, WA ANLE 8000 37 1 2| A 81
80 3 1, TEAEENLE apache2, BRIAM T AN AN “HelloDocker”,

(3) BLE docker FAH A/,

13. shell A

E4HE: FRA shell B, LI E NERIE.

(1) 7 linux4 145 /root/createfile. sh th shell B4, 4|z
20N Xf/root/shell/file00 & /root/shell/filel9, tn B XEHF I,
MR BRI BAXENAAR XL, o filed0 XHFHNEN
“fi1e00”, JH/root/createfile. sh 44X,
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H. W&E%

KB WARIREWT, RPN EEHR & RF58, L+ Serverl
R4 B R H F BOE MRS 85, Server2 fR4-2 R U A% W IR 45, WL
et gk, BABEREEERTLREN KRS, B EEH
LM T E B

e
= 78"

M Server1

g
D ‘ ===
) — ) Yo =
|13 sw1 BRI @ Firewall
(etho)
lSe-rTerZ
W 2% % % 1P Mo it 7Bt 5%
& HEL R #E&ED IP Mt
Serverl Eth0 192.168.1.10/24
R %8
Server? Eth0 192. 168. 2. 10/24
e0/0 192.168.1.2/24
N L3_SW1 e0/1 192.168.2.2/24
R FA
e0/2 10.1.1.1/24
e0/2 10.1.1.2/24
B 2 R1
e0/1 20.1.1.1/24
I ok RE Firewall 61/0/0 20.1.1.2/24

L A%
M AP EREABEER, T T HE:
(1) L3SWLEB TP 24, MRS % 5 05 Anac bt 3
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= RH| 410, {BRL3_SWI1aymach bt MR | B B 45%, 5 24T & B JF i
PR

(2) RIBHBEE T telnet k5, (B2 K ARIE H B telnet R
F4ai%, HANR N LEEHR,

(3)RIBHBELI_SWIZ AERE T a0 A% i thilospf, 182 4z
Tospf AR E K R, HANEEHR.

(4) Firewal lfF KIFGRIZ F BB Tospf s S B i, EE
Firewall B35 A ¥ 3] Zlospf B i, & AT R H IR
2. B F BGE

Serverl R4 LW BT B4k, AR CE¥MRH 2 Lo T
R, REERS & EHATHIE, msm kR ITE T REa AT .
WARTE S AR P HATBGE THE, AN HWEE.

(5) @ EAEE AT E| B Z W BEHLIP, FHH e HFlag
A (K [192.168.1.1])

(6) B BFEENPMEE REHE RGBS, BRFE
JF B 3 0 AE A Flag e 285 3 B A/ Bl K7 3 8 (48 K.
[21, 22,23, 24] )

(7)) 38 7 B AR B AT 4R B BB T B M 3k JE BN — A
ARG o5, e AFlaggeze; (4 [Hacker])
3. RL 2w b

BT EEFEA TG ESE, Server2 REBEHAT HIFEZ R
FIHI, EHEACER RS BHAT T R2RE. FREGRIRS 2 L,
HEF R HATHELG LE.

(8) EMi% & BT )7, HRET BFHE)F4ENag
F; (R labe. exe] )
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(9) ERFHRLELHB LEETRFNS A, B LEET BT HIP
HbbfE hflagdb4T3R 28, (4550 [192.168.1.1]1)

(10) ERS 28 LY 27 AT, H427 2765 1P
HEAE flag#pfT4e2c. (#6a: [192.168.1.1])
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